
Cybersecurity SIMPLE

Mobile: (Provided during class) 
chris@waterly.com  

Chris Sosnowski, CEO

And how to not 
get hacked.



“Down and Dirty” Outline

• Background
• Rural Cybersecurity Background for Water/Wastewater
• What is the need for this course and courses like it?
• Instructor Background

• Network Fundamentals for Operators
• How to Hack People
• How to Hack Water Cybersecurity Things

• Risks
• The Cloud
• You
• Who is responsible?

• Call to Action
• Questions to ask Cloud Providers, Integrators, and IT



The need for Cybersecurity in Rural Water
What we should know to justify paying attention today



The Need for Cybersecurity Awareness in Rural

This email from Fall 2023:

https://www.govtech.com/security/u-s-senators-introduce-bills-to-enhance-rural-cybersecurity

https://www.govtech.com/security/u-s-senators-introduce-bills-to-enhance-rural-cybersecurity
https://www.govtech.com/security/u-s-senators-introduce-bills-to-enhance-rural-cybersecurity


A recent letter from the White House

https://www.epa.gov/system/files/documents/2024-03/epa-apnsa-letter-to-governors_03182024.pdf


More Bad News

• When we got into water, one of the reasons was because we don’t like technology

• You probably don’t know what you’re talking about

• You likely have (very) limited funding

• You almost certainly have inadequately trained staff (who is adequately trained on 
cybersecurity anyhow)

• Sometimes overreacting causes other problems

• Elected officials typically don’t understand the risk AND expect that nothing will happen

• This is sometimes considered scary stuff…but not as much after today!



Recap of the Need for Today’s Training

• I’ve been doing this a long time and seen a lot of stuff

• Cybersecurity incidents DO HAPPEN 

• Bad things happen to good people

• Small utilities are “hacked on” every day in the US

• Spending money & hiring consultants won’t solve the problem alone

GOOD NEWS: The answer starts with you…today.



Who am  I?
Instructor Background



Chris’s Background
• 20 Years in SCADA and Cyber

Consulting & Integration
• Authored / Co-Authored over 50+

government SCADA design plans that
cover over 5 million people

• Volunteer Educator for water and
wastewater for 20+ years

• Gear Head / Water & IT Nerd
• I run a software company in my spare

time.  ;-)

I can speak English, SCADA, Water, 
IT and Cybersecurity



Helping water & wastewater implement an 
easy-to-use, standardized plant asset and data 

management in days, not months, …more 
affordably than anyone.

https://www.waterly.com/


What is        ? 
WE TAKE THIS RURAL AMERICAN MADNESS

AND GET YOU TO DIGITAL, SECURE, & SIMPLE

www.waterly.com
Chris Sosnowski
Text Box
Click to visit Waterly's Website
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We help you ditch the:

Spreadsheet 
Madness!!
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And Ditch the Clipboard
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And get smart, clean data:



Network Fundamentals 
for Operators & Clerks
Don’t worry…we won’t geek out too much 



The “ZONES”

• Information Technology
(IT) Network

• Operational Technology
(OT) Network

• Demilitarized Zone
(DMZ)

• The (Public) Internet



Usual Things in your Network Zones

FIREWALL – SEPARATES 
NETWORKS WITH 

SPECIFIC, DETAILED, 
TRAFFIC RULES

ROUTER – SEPARATES 
NETWORKS AND 
DIRECTS TRAFFIC

VPN – SECURED & 
ENCRYPTED REMOTE 

ACCESS

SCADA – YOUR 
PROBABLE LARGEST 

RISK…BUT NOT IN THE 
WAY YOU THINK.

THE CLOUD – 
ANOTHER PROBABLE 

LARGE RISK



https://lucid.app/lucidchart/7872e126-e238-413a-807d-4b3a7eb7692a/edit?invitationId=inv_21a337a6-e299-4531-9e89-c3934af738db&page=0_0


Cloud Tools for managing Water Data
Tool Readiness Notes

Email Already done in most every case.

Spreadsheets, documents Office 365 and Google Docs!

GIS Plenty of Options here.  Start small and simple.

AMI/AMR Plenty of Cellular, Fixed, and Satellite Options.

Reports So much better than Excel.  MORs? Sewer (defect) videos? Leak detection?

Sensors (“IoT / IIoT”) Limited options for rural.  Ask lots of questions before buying!

Historians Start collecting data now that future generations will appreciate

SCADA Alarming Probably not so much for critical alarms

SCADA Viewing More couch time…less driving, quicker response to critical issues. 

SCADA Control LOCAL CONTROL IS REQUIRED - backup Internet & SLA must be considered

Supervisory Control Lift Stations, booster pumps, water towers, setpoint changes. Know the right 
Cybersecurity questions to ask.



What do hackers 
understand?

They understand hacking people AND hacking technology



Hacking People
Passwords and Phishing



Crowd Participation

HAVEIBEENPWNED.COM

10%+ of this room has been hacked in 
the last 3 years and doesn’t know it

…let’s see if I’m right.

https://haveibeenpwned.com/
Chris Sosnowski
Text Box
The results were that 60% of the audience had their personal email compromised and about 20% of the room had their work emails compromised!



Phishing and Social Attacks



Protect Yourself from Phishing

1. Read the WHOLE message and think about it
2. Keep your computer and devices updated by enabling “auto-update”

features.
3. Use multi-factor authentication



YES!
Get yourself some Password Management
Tools: 1Password, LastPass & Dashlane

Protect your Identity

• Know thyself – what is identity management?
• How do we know you are really you? (there are 3 ways)
• Why do passwords need to be so stupid and complicated?
• Is there anything to help us with the madness?



Hacking Technology
It’s easier than you think…but not as easy as people?



Some quick (legal) fun (if we have time)



A Call to Action
“What do I do tomorrow?”



Who is responsible for Water Cyber security?

• What happens if SCADA is hacked (bad)? 
• Boil order? 
• Sewage backup? 
• Sanitary Sewer Overflow?

• Who is responsible for the reliability (and related risk) of SCADA 
then? 

• IT
• The Clerk
• The Mayor
• Public Works and the IT Provider
• Public Works …or Village/City Management



Calls to Action

• Learn How to Talk about “IT” (and “OT”, right?)
• Passwords

• Stop using the same password!
• Get a password manager & learn to use it (maybe another class?)
• Use Single Sign On (SSO)

• Access NRWA/RWA Funding Sources for Cyber improvements 

Ask Good Questions and KEEP LEARNING!



Chris Sosnowski  
chris@waterly.com

Your 
Questions?
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